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AI models are the product of three ingredients: compute, algorithms, and data. AI 
data annotation companies specialize in producing large, high-quality datasets 
in formats suitable for AI model training and providing them to AI developers, a 
service on which each of the leading AI labs now spend roughly $1 billion a year.1 
By monitoring the international landscape of AI data annotation companies, BIS 
can identify risks to the American AI industry posed by the global movement of 
data, whether from foreign investment in U.S. AI data annotation companies that 
might grant competitors access to high-value American data and IP, or from U.S. 
dependence on foreign AI data annotation companies that could introduce 
vulnerabilities into U.S. AI models.  

1 Perrigo. How Meta’s $14 Billion Scale AI Investment Upended the AI Data Industry. Time Magazine, 6/16/2025. 
https://time.com/7294699/meta-scale-ai-data-industry/ 
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BACKGROUND 

AI developers constantly need data to train and refine their models, and AI data 
annotation companies were built to meet this demand. These companies sell 
human-annotated datasets for training models in specific skills, such as 
annotated images of road conditions for self-driving cars or radiologist-labeled 
x-ray images for medical diagnosis. They also sell software tools that make it 
easier for AI companies to manage and curate their existing datasets, and tools 
that help them generate data for model refinement and evaluation. This includes 
tooling for collecting human scores of model responses for reinforcement 
learning with human feedback (RLHF), a critical step in training large language 
models to provide useful responses and adhere to ethical and safety guidelines. 
 
Rather than conducting these sales as “one-and-done” transactions, successful 
data annotation companies have partnered closely with customers, working with 
them during parts of the AI training process to co-develop the systems that 
provide the right data to the model at the right time, in the right format.2 This role 
can give data annotation companies substantial information about the models 
companies are developing and the specific capabilities they are attempting to 
improve. 
 
The role of data annotation companies is likely to become more critical in the 
coming years:  

●​ As models are trained in more sophisticated reasoning, the value of 
expert-annotated data for refining and evaluating model performance will 
increase.  

●​ Building more advanced reasoning models will also require software tools 
for managing correspondingly more complex reinforcement learning 
environments and evaluation procedures. Data engineering companies 

2 OpenAI Partners with Scale to Provide Support for Enterprises Fine-Tuning Models.  OpenAI blog, 8/24/2023.  
https://openai.com/index/openai-partners-with-scale-to-provide-support-for-enterprises-fine-tuning-models/  
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often provide or co-develop this tooling with AI developers, since data 
management is a critical part of its function. 3 

●​ AI models will be trained on more multi-modal data, such as audio, satellite 
images, or internet-of-things data, driving demand for diverse types of 
high-quality curated datasets.4 

●​ The diffusion of AI models throughout the economy will drive demand for 
sector-specific datasets to fine-tune models for use in law, market analysis, 
industrial assembly lines, etc. Unlike the public internet data used for 
initial model training, this specialized data will capture the expertise of 
skilled professionals. 

●​ As AI models are integrated further into the physical world through 
robotics or integration with “smart” buildings and infrastructure, there will 
be demand for extensive data and tooling both to improve model 
performance in these spaces and to ensure safety and reliability. The 
integrity of this data will have a critical impact on the security of industry 
and infrastructure.  

 
This projected growth is leading investors to back new companies in the AI data 
annotation space, and is prompting large tech platform companies such as AWS 
and Google to develop their own AI data annotation offerings. The rise of new 
offerings is further driven by Meta’s recent $14 billion, 49%-stake investment in 
ScaleAI, one of the most prominent AI data annotation companies, and until 
recently a major partner of OpenAI, xAI, and Google. Meta’s investment, which 
many in the AI industry see as akin to an acquisition, has caused some of 
ScaleAI’s customers to question its neutrality and seek alternative AI data 
platforms.5  
 

5 Perrigo. How Meta’s $14 Billion Scale AI Investment Upended the AI Data Industry. Time Magazine, 6/16/2025. 
https://time.com/7294699/meta-scale-ai-data-industry/ 

4 New cutting-edge audio models set to transform AI landscape. Labelbox website. 
https://labelbox.com/customers/cutting-edge-audio-models-customer-story/ 

3 How a leading AI lab fuels agentic development with frontier data. Labelbox website. 
https://labelbox.com/customers/agentic-development-customer-story/ 
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This growth of the AI data annotation industry is not limited to the United States. 
Although the largest companies are still U.S.-based, important players are located 
throughout the world, with Indian companies in particular poised to meet 
growing demand for high-quality, sector-specific datasets.6 In addition, many AI 
data annotation companies have distributed global workforces of data labelers 
and curators, and often have a significant presence in other countries despite 
being headquartered in the United States. U.S./Canadian company Sapien is an 
example of this model: it was originally established in Canada, maintains a 
headquarters in San Francisco, and employs data labelers throughout the world, 
particularly in China.7 Building a presence in China offers two major benefits to 
AI data annotation companies. First, the Chinese government hopes to grow the 
industry and often provides help in the form of low-interest loans and 
inexpensive office space. Second, Chinese AI companies are major potential 
customers of annotated data, but can face government restrictions requiring 
them to use data processed in mainland China. 

NATIONAL SECURITY RISKS 

There are three potential risks associated with the international AI data 
annotation industry: 

1.​ Foreign competitor exfiltration of valuable U.S. data and IP. Foreign 
investment in U.S. data annotation companies could provide competitors 
with access to valuable specialized datasets. It could also be used to acquire 
trade secrets from leading AI labs, since data annotation companies often 
partner closely with AI researchers and may have insight into their 
systems and research methodology. 

2.​ US dependence on competitor-controlled AI data annotation 
companies. If the U.S. AI sector becomes dependent on foreign 
competitor-controlled data annotation companies, this will create an 

7 The race to create AI applications is creating demand for training data in China. NPR, 6/29/2025. 
https://www.npr.org/2025/06/29/nx-s1-5422330/the-race-to-create-ai-applications-is-creating-demand-for-training-d
ata-in-china 

6 Further detail on the international distribution of AI data annotation companies and their customers is available in 
the accompanying spreadsheet. 

 

https://www.npr.org/2025/06/29/nx-s1-5422330/the-race-to-create-ai-applications-is-creating-demand-for-training-data-in-china
https://www.npr.org/2025/06/29/nx-s1-5422330/the-race-to-create-ai-applications-is-creating-demand-for-training-data-in-china
https://ari.us/wp-content/uploads/2025/09/AI-Data-Annotation-Company-Info-company-info.pdf
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asymmetric dynamic where foreign competitors know much more about 
U.S. capabilities than vice versa. In the worst case, it could allow 
competitors to slow down or even sabotage U.S. AI progress. Data 
poisoning, where an actor introduces incorrect or faulty information into a 
model’s training dataset, can cause models to behave in inappropriate or 
even dangerous ways. Foreign competitors could also block U.S. 
researchers’ access to key datasets, which would slow U.S. progress in 
certain AI capabilities and potentially create “blind spots” where U.S. 
models lack the knowledge or expertise of competitor models. 

3.​ Foreign competitor dominance of the global AI data annotation 
market. If competitor-controlled AI data annotation companies 
outcompete U.S. counterparts, the U.S. will lose control of, and visibility 
into, one of the most important factors in the production of advanced AI 
models. Network effects are likely to appear in the data annotation sector: 
the most successful companies will be able to make investments and 
negotiate partnerships that provide them with additional datasets, further 
solidifying their advantage. This makes it critical that the U.S. prevent 
strategic competitors from taking the lead in the data annotation space. 

POLICY RECOMMENDATIONS 

Managing risks 1 and 2 will require judicious use of CFIUS and ICTS authorities to 
prevent foreign competitors from gaining dangerous levels of access to the U.S. AI 
ecosystem. Managing risk 3 will require maintaining a careful balance between 
protecting the U.S. ecosystem and allowing U.S. companies sufficient latitude to 
negotiate data-sharing agreements with foreign partners, since it is equally 
dangerous to cede market control to competitors, or to develop blind spots where 
the U.S. cannot access data from certain regions or for certain AI applications. 
This suggests an overall strategy, very much in line with the President’s America 
First Investment Policy, of encouraging U.S. companies to negotiate data-sharing 
agreements and joint investments with most foreign partners, while maintaining 
strong boundaries against foreign competitor involvement in data annotation 
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tasks critical to the development of cutting edge AI models or models used in 
critical infrastructure. 
 
Foreign investment in U.S. data annotation companies: 
BIS will need to work with the Treasury Department and other interagency CFIUS 
partners to build a knowledge base of the important companies, investors, and 
partnerships in the space in order to judge what foreign investments in the U.S. 
data annotation sector are potentially concerning. This will likely hinge on 
whether the data annotation company generates particularly sensitive datasets; 
whether it partners with companies training cutting-edge AI models or models 
used in critical infrastructure or national security applications; and whether the 
prospective investor maintains relationships with foreign competitor nations. It 
is critical that these factors be evaluated in the context of overall foreign 
investment in the AI data annotation space, not in the specific case in isolation. 
An individual investment by a foreign actor may seem innocuous, but in the 
broader context, might reveal a concerning pattern of a foreign government 
trying to dominate the market for a particular type of training data or particular 
AI application. 

 
To facilitate this broader awareness, the interagency should extend mandatory 
CFIUS filing requirements to foreign investments in U.S. AI data annotation 
companies. While making this a requirement for all cases would require a rules 
change, it is likely possible to issue guidance to industry that for companies 
providing certain types of data used for training models in capabilities relevant to 
national security or critical infrastructure, foreign investments require 
mandatory CFIUS filing under current critical Technology, Infrastructure, and 
Data (TID) definitions.​
 
Foreign AI data infrastructure companies that sell to U.S. AI developers: 
American AI developers need access to as wide a range of data as possible, so in 
general, they require freedom to transact with foreign companies. Foreign 
participation in this market is healthy as long as 1) the foreign businesses have a 
stronger incentive to provide high-quality data and build their business 
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reputations than they do to provide untrustworthy data at the behest of foreign 
governments, and 2) the U.S. does not become dependent on a foreign actor for a 
particular type of critical data. There are also geopolitical advantages to allowing 
foreign partners to participate in the production of data for the U.S. AI ecosystem. 
For example, if Indian AI data annotation companies continue to grow, it is 
preferable for the U.S. to be a more important customer than China, so that the 
U.S. can use its influence to promote better security practices and prevent them 
from sharing potentially sensitive data with the Chinese government. 
 
However, BIS should remain watchful for any foreign competitor-controlled AI 
data annotation companies attempting to take on a prominent role in the U.S. AI 
ecosystem, particularly if they are providing data for training AI models in 
applications related to industrial production, critical infrastructure, or national 
security. In these cases, BIS ICTS authorities should be used to prevent American 
AI companies from exposing themselves to data poisoning risks or IP theft. 
 
U.S. transfer of data and AI data annotation expertise to foreign actors: 
This can occur when U.S. AI data annotation companies sell data and tools to AI 
developers in other countries, or if U.S. AI data annotation companies enter into 
joint ventures with foreign companies or establish significant operations in 
foreign countries. This is common, including in the PRC, where a number of U.S. 
companies maintain data labeling operations specifically targeted toward serving 
the Chinese market.  
 
Although much of this activity is outside of BIS authority, as models become more 
sophisticated and require increasingly advanced data, it is possible that some 
datasets will capture export-controlled technology or know-how. The software 
tools that AI data annotation providers often sell in addition to datasets could also 
fall under BIS authorities. BIS should build relationships with American AI data 
annotation companies to better understand their overseas operations, educate 
them on export control compliance, and assess whether new export controls on 
sophisticated U.S. data management software are necessary to protect national 
security. 

 


	BACKGROUND 
	NATIONAL SECURITY RISKS 
	POLICY RECOMMENDATIONS 

